


BEFORE WE BEGIN ... LET'S Spy "HELLOr

x Where are you from?

x Have you used the Webform module?
x What do you want to learn about today?
x Review the slides before the presentation

|  Prefix your questions with a "Q;" |




WEBFORM:
CHOOSE YOUR
OWN ADUENTURE



A I -

HELLO! -~

Hi, my name is Jacob Rockowitz.

x | am known as jrockowitz on the web.
x | am a Drupal developer and software architect.
x | built and maintain the Webform module for Drupal 8/9.



MY PAST WEBFORM PRESENTATIONS ADUVENTURES

YAML, What is it good for? - 2016

YAML Form. The Other Form Builder - 2016
Webform 8.x-5.x - 2017

Desioning & theming Webforms - 2017
Webform for Desioners - 2017
Webform: There is this for that - 2018
Webform Accessiblity - 2018
Webforms for Government - 2019
Advanced Webforms Part | - 2019
Advanced Webforms Part |l - 2017
Webforms for Everyone - 2020
Webform Greatest Hits - 2020

X
X
X
X
X
X
X
X
X
X
X
X



https://docs.google.com/presentation/d/1JVVLWvPT0xZNKY8D3GEoMp54dX0F04oHo4rH5TCrWh0/edit?usp=sharing
https://docs.google.com/presentation/d/1EWuKttv4Z5u-egnCBp76T9gf6VEFNbry_1oTv4IFKFc/edit?usp=sharing
https://docs.google.com/presentation/d/1wG7bfA3JKUY_M4MWDpJyeH2arLkUSXOLgLaD1igrRIc/edit?usp=sharing
https://docs.google.com/presentation/d/1ngKhzYfZXzzfh0dB1w1z1Yi9YOBmpaNsrTLNowKAMUs/edit?usp=sharing
https://docs.google.com/presentation/d/1agZ7Mq0UZBn746dKRbWjQCYvd8HptlejtPhUIuQ2IrE/edit?usp=sharing
https://docs.google.com/presentation/d/14vpNvDhYKGhHspu9BurIneTL4C1spyfwsqI82MvTYUA/edit?usp=sharing
https://docs.google.com/presentation/d/1ni2a9id7VT67uO3f0i1UMt9_dswfcSHW1gZcXGCSEcM/edit?usp=sharing
https://docs.google.com/presentation/d/1Mn7qlSR_njTZcGAM3PNQZR8Tvg7qtPhZFQja7Mj5uzI/edit?usp=sharing
https://docs.google.com/presentation/d/1Glugvb9pGBTjHbIHerxo9KxzstIh8bykhNOXDBZm_jI/edit?usp=sharing
https://docs.google.com/presentation/d/1R8cM-FvLagCtYjjT5FG4O_suu-Zkw6YAQW4pDfxl-r8/edit?usp=sharing
https://docs.google.com/presentation/d/1APpt-55Ht_WLZc656KfQUXUoIAb-PTOmbMwSYSAw6G4/edit?usp=sharing
https://docs.google.com/presentation/d/1BIAGGbIE7darjonsLG0SQTDUYeAwIIDjJK5eYgt3s_M/edit?usp=sharing

YAML., What is it
¢00d for?

...absolutely something!!!

Part 111



ANSWERING THE WHy, WHAT, & HOW QUESTIONS

1.
2.
3.
4.
S.
6.
7.
8.
0.

Why use the Webform module? % 13.
Why did | build the Webform module? 14.
What are some of the features? % 15.
What are some good examples? % 16.
What are the alternatives? 17.
What is the YAML source mode? 18.
What is a FAP| render array? 19.
How do you alter forms & elements? 20.
How to publish a webform? % 21.

What is a source entity? 22.

How to improve a form's UX? % 23.

How to improve an element's UX? %  24.

How to use templates?

What is the anatomy of a form?

How to change a form's look-n-feel?

How to limit access to a webform?

How to share a webform? %

How to secure a webform? %

How to manage submissions? %

How to distribute submissions? %

How to extend the Webform module? %

How to stop SPAM?

How to test webforms?

How to get help? %
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A

WHY USE THE

WEBFORM MODUIE?




THE WEBFORM MODULE IS
POWERFUL AND FLEXIBLE
FORM BUILDER &
SUBMISSION MANAGER
FOR DRUPAL 8/9




THE USE CASE FOR THE WEBFORM MODULE

DISTRIBUTE
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2.

WHY DID 1 BUILD THE

WEBFORM MODUIE?
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3.

WHAT ARE SOME OF THE
FEATURES INCLUDED
WITH THE WEBFORM
MODULE?




WEBFORM FORM FEATURES

Drag-n-drop form builder
x  Multi-column layout
x Modal dialogs
x  Conditional logic
x Open/close scheduling
x  Prepopulate
x  Email handling
x Remote post
Custom options

x Submission limits

x  Submission preview

x  Autofill

x Save draft

x Auto purge

x Access controls

x  Confirmation message
x Confirmation redirects
x  Sharing




WEBFORM ELEMENT FEATURES

Standard HTML inputs
x  Advanced HTML inputs
x  File uploads
x  Signatures
x Buttons
x Rating
x Image selection
x Addresses
Entity references

Select menu enhancement

Computed values
Tooltips

Slideouts

Input masks
Word/character counter
Regex validation

Access controls

Unique values




THE WEBFORM MODULE
SHIPS WITH
REASONABLE
DEFAULT SETTINGS,
BUT EVERYTHING
IS CUSTOMIZABLE




¢ Edit = Manage Yy Shortcuts (Q Search § webmaster ¥ Devel

(.', I Content ¢k Structure 4 Appearance P Extend A Configuration dy People oIl Reports @ Help

Unmasquerade My account Log out

Webform Demo Site

A form builder and submission manager for Drupal 8.
CONF l G”m ] l 0” Demo: Events

L3

A The below webform has been prepopulated with custom/random test data. When submitted, this information will still be saved and/or sent to
designated recipients.

Generate Contact submissions

Testing Contact webform

View Test Results Build Settings References Export Devel




Q@ Backtosite == Manage Yk Shortcuts QQ Search  § webmaster L} Devel

(.‘, I Content gk Structure €} Appearance P Extend ¥ Configuration }1 people I Reports @ Help

STVIE-GUIDE o

Forms [ Templates Submissions Options Configuration Access Add-ons

Home » Administration » Structure

The Forms management page lists all available webforms, which can be filtered by the following: title, description, elements, category and status.
[ » Watch video

+ Add webform

v FILTER WEBFORMS

l Filter by title, deription, elements, user nap [ b ate ] v |

20 webforms

TITLE DESCRIPTION CATEGORY STATUS AUTHOR RESULTS OPERATIONS

Contact Basic email contact webform. Open ( Build =

Demo: A demonstration of a very basic Open @ Build ‘7 )
Application application form. o
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&4

ARE THERE GOOD
EXAMPLES OF
WEBFORMS?




LEARN FROM THE EXAMPLES & TEMPLATES

x Elements & Composites (75+Elements)

X CompuTed Elements (Twig & Tokens)

X Mul’ri-s’rep Wizard (Pager with Progress Tracker)
x  Multicolumn Layouts (Flexbox)

x Conditional Logic (#states API)
Reusable Templofes (Forms & Elements)




ELEMENTS &
COMPOSITES

D Backtosite == Manage Wy Shortcuts Q Search § webmaster I} Devel

¢h Structure  €X Appearance P Extend A Configuration  Jg People ] Reports

Contact 77

Results ‘ Build l Settings References Export

Home » Administration » Structure » Webforms

X

The Elements page allows users to add, update, duplicate and delete elements and wizard pages. f_' » Watch videoi )

(+Add page ) ( +Add layout ) €

© Help

Show row weights

TITLE KEY TYPE REQUIRED  OPERATIONS

“+ Your Name Text field

4  Your Email email Email

Subject subject Text field

Message message Textarea

Submit button(s actions Submit button(s




¢ Edit E Manage r Shortcuts Q Search  § webmaster L+ Devel

.., I Content h Structure X Appearance P Extend A Configuration ~ Jg People g Reports @ Help

Unmasquerade My account

Webform Demo Site

A form builder and submission manager for Drupal 8.

Demo: Events

CDMP ” T Ep Example: Computed Ajax
El ENTS View = Test Results Build Settings References Export Devel

A Please enter a and b to perform a basic adding calculation.

Basic adding calculation

a [+

User information




o Drupal 8: Webform Demo Site

— A form builder and submission manager for Drupal 8.

Demo: Events

Example: Wizard

MULTIPLE-STEPS [N I v v e m—

Your Information Contact Information Your Feedback Preview Complete

First Name *

Jacob

Last Name *

Rockowitz

Gender *
® Male

O Female
O Other...
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o.

WHAT ARE THE
ALTERNATIVES TO THE
WEBFORM MODULE?



PROPRIETARY OPEN SOURCE DRUPAL CORE
P JotForm | ©eraviTw Fe Extend

Google 8 <form.io>

@ NINJAFORMS
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6.

WHAT IS THE YAML

SOURCE MODE?




YAML PROVIDES A SIMPLE
& EASY TO LEARN
MARKUP LANGUAGE FOR
BUILDING & BUIK EDITING A
WEBFORM'S ELEMENTS




THIS
IS AN
EXAMPLE

OF THE

BEHIND A
WEBFORM'S
ELEMENTS

name:

'#title':

"#type':
email:

'#title':

"#type':
subject:

'#title':

"#type':
message:

'#title':

"#type':

'"Your Name'
textfield

'"Your Email'
email

'Subject'’
textfield

'Message'
textarea
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A

WHAT IS A FORM API

(FAPI) RENDER ARRAY?







THIS
ISA

name:

'#title':

"#type':
email:

'#title':

"#type':
subject:

'#title':

"#type':
message:

'#title':

"#type':

'"Your Name'
textfield

'"Your Email'
email

'Subject'’
textfield

'Message'
textarea




THIS
ISA

$form['name'] = [
"#title' => $this->t('Your Name'),
"#type' => 'textfield',

17

$form['email'] = [
"#title' => $this->t('Your Email'),
"#type' => 'email',

17

$form['subject'] = [
"#title' => $this->t('Subject'),
"#type' => 'textfield',

17

$form[ 'message'] = [
"#title' => $this->t('Message'),

"#type' => 'textfield',

17




INPUT NAME

name :
'#title': 'Your Name'
"#type': textfield
'#attributes': INPUT TYPE

PROPERTIES style: 'bg-color:yellow'
class:

- my-custom-class

INPUT ATTRIBUTES




L LL | EEEU——
Your Name XHTML MARKUP

<div class="js-form-item form-item js-form-type-textfield
form-type-textfield js-form-item-name form-item-name">
<label for="edit-name">Your Name</label>
<input style="background-color:yellow"

class="my-custom-class form-text" INP”T n"RIB”TES

MBEl data-drupal-selector="edit-name"

type="text"
id="edit-name"
name="name"

value=""

size="60"

maxlength="255"> INP”T NAME

| \
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8.

HOW DO YOU ALTER

FORMS & ELEMENTS?




EVERYTHING & ANYTHING

CAN BE ALTERED
IN DRUPAL




ALTERING FORMS & ELEMENTS

x Form & element alter hooks (aka functions)

http://doo.to/a/hook_form_alter

Preprocessing functions

https://www.thirdandgrove.com/theming-form-elements-drupal-8

Themes & Twig templates

http://doo.t0/2792967
http://drupal-bootstrap.orq

Asset libraries (CSS/JS)

http://dgo.t0/27929672216195



http://dgo.to/a/hook_form_alter
https://www.thirdandgrove.com/theming-form-elements-drupal-8
http://dgo.to/2792967
http://drupal-bootstrap.org
http://dgo.to/27929672216195

FORM HOOKS

ENTITY HOOKS

hook webform submission form alter hook webform submission insert

ELEMENT HOOKS

hook_webform;element_alter

OPTION HOOKS

hook_webform options alter

HANDLER HOOKS

hook_webform_handler_invoke_alter

hook webform submission load
hook webform submission save
hook webform submission delete
etc..

MORE HOOKS...

hook_webform_libraries_info_alter
hook_webform;access_rules_alter

@see webform.api.php




@see webform.api.php

/**

Act on a webform handler when a method is invoked.

@param \Drupal\webform\Plugin\WebformHandlerInterface S$handler
A webform handler attached to a webform.

@param string $method name
The invoked method name converted to snake case.

@param array Sargs
Argument being passed to the handler's method.

* % % % ¥ * % %

*/
function hook webform handler invoke alter(S$handler, Smethod name, array &$Sargs) {
$webform id = S$handler->getWebform()->id () ;
$handler id = $handler->getHandlerId();
// If contact webform email confirmation has been saved.

if ($webform id === 'contact'
&& S$handler id === 'email confirmation'
&& $method name === 'post save') {

$webform submission = $handler->getWebformSubmission() ;
// Do something with the webform submission.

}
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9.

HOW 1O PUBLISH A

WEBFORM?




PLACING WEBFORMS ON YOuR WEBSITE

Node

Webforms can be

attached to a node
with the node's form
submissions
collectedin a
dedicated 'Results’
tabs.

Block

Webforms can be
placed on your site
as a block. The URL
and source entity for
each submission is
avtomatically
tracked.

Custom

Webforms can be
added to a render
array, which can be
easily altered using
custom hooks
and/or plugins.




WEBFORM BLOCKS

x Make it easy to include a webform within
layouts and panels

x  Allow a webform to be placed anywhere
on the page

Allow a webform to be attached to
any page on a website




B Back to site E Manage Wy Shortcuts O\ Search 1 webmaster L} Devel

.., B Content ¢k Structure Q Appearance e Extend ‘\ Configuration "‘l people 41 Reports © Help

WEBFORM

‘ Block layout ‘ Custom block library

BIOCKS @

Home » Administration » Structure

Block placement is specific to each theme on your site. Changes will not be saved until you click Save blocks at the bottom of the page.

Demonstrate block regions (Bartik)

Show row weights

BLOCK CATEGORY REGION OPERATIONS
Header 7F_;I7a_c7e BI;):I:
“  Site branding System (" Configure

Primary menu ( Place blockj

«  Main navigation @ Configure




THE WEBFORM NODE MODULE

X

Provides a webform content type
Any content type can have a webform

Tracks node specific submissions
Adds 'Test' and 'Results' to node edit tasks (a.k.a. Tabs)

Adds 'References' to the webform edit tab
References tab track all webform node instances




& Edit E Manage Y Shortcuts Q, search 2 webmaster ¥ Devel

(;‘, B Content  (h Structure €} Appearance  Pe Extend A Configuration ~ Jg People I Reports @ Help

Unmasquerade My account Log out

WEB F ORM /" Webform Demo Site
No E A form builder and submission manager for Drupal 8.

Contact

| ¥
View = Test Results Build Settings References

Your Name *

webmaster

Your Email *
jrockowitz@users.noreply.github.com

Subject *

Message *
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10.

WHAT IS A SOURCE

ENTITY?




A SOURCE ENTITY
TRACKS & CREATES
A RELATIONSHIP TO
THE DRUPAL ENTITY
FROM WHICH A WEBFORM
WAS SUBMITTED




SOURCE ENTITY OVERUIEW

Allows a webform to be reused multiple times
Determined via the current route or query string

Webform nodes use source entities
x Webform blocks use source entities
Even paragraphs use source entities




SOURCE
ENTITIES

@ Back to site E Manage Y Shortcuts 1 webmaster

Demo: Event Registration v

View Test Results | Build Settings

Submissions Download Clear

Home » Administration » Structure » Webforms

ﬁ- Devel

References

Export

The Submissions page displays a customizable overview of a webform's submissions. Submissions can be reviewed, updated, flagged and/or

annotated. (| » Watch
» FILTER SUBMISSIONS

ustomize |
3 submissions

# %@k CREATED SUBMITTED TO [JUSER

IP ADDRESS

Wed, 09/26/2018 - 03:53 Demo: Event 2 webmaster

Wed, 09/26/2018 - 03:53 Demo: Event 2 webmaster

Wed, 09/26/2018 - 03:53 Demo: Event 1 webmaster

EVENT TITLE

Demo: Event 2

Demo: Event 2

Demo: Event 1

EVENT DATE FIRST NAME

10/25/2018 - 13:12  Jacob

10/25/2018 - 13:12  Jacob

10/25/2018 - 13:12  Jacob
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O Back to site E Manage * Shortcuts O\ Search 1 webmaster Q- Devel

v FORM BEHAVIORS

Form

(] Display reset button

() Prevent duplicate submissions

Navigation

() Disable back button

] Submit previous page when browser back button is clicked

() Warn users about unsaved changes

Validation

(] Disable client-side validation

() Disable inline form errors
Fom () Display required indicator

Elements

BEH” I”ORS ) Autofocus the first element




RECOMMENDED FORM BEHAWIORS

x Prepopulate using query string parameters
x Warn users about unsaved changes

x Prevent duplicate submissions

x Display required indicator

Autofocus the first element



CONDITIONAL
LOGIC

9 Back to site E- Manage * Shortcuts Q Search 1 webmaster -ﬁ- Devel

Elements Source

Home » Administration » Structure » Webforms

The Elements page allows users to add, update,
duplicate arld deletg elements and wizard pages.
[ » Watch video

Show row weights
Show all columns

TITLE OPERATIONS

“ Your Name [ Edit [

“  Your Email [ Edit ‘i‘

+ Subject Edit ‘

4 Message Edit |~ )

Edit Your Name element

General Conditions Advanced Access Collapse all

CONDITIONAL LOGIC

TE ELEMENT TRIGGER/VALUE

‘ Visible v| if ‘V:A" V{of the following is met:

r Email [Email] | Filled

‘ Requirec V‘ if | All V‘of the following is met:

r Email [Email] v| [Filled

[ Add another state | Edit source

Clear value(s) when hidden

A Please note when an element is hidden it will not be required.




CONDITIONAL LOGIC TIPS & IRICKS

x Can be applied to containers, pages, and cards
x Hidden elements can trigger conditions

x Prepopulated elements can trigger conditions

x Use the pattern trigger for multiple values
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This is a title ()

This is a placeholder

This is a description

TITLES,
PLACEHOLDERS,
DESCRIPTIONS,
MORE,
& HELP




LABELING TIPS

Placeholders provide guidance
x Description (text) provides extra information

x More (link) provides a lot of extra information
Help (tooltip) provides information in tight spaces

Placeholders should not replace labels
Use more (link) and help (tooltip) cautiously




INPUT MASKS,

COUNTERS,
TELEPHONE,
& SELECT
MENUS

v Advanced Elements

Input mask

(12)__-__

Counter

92 word(s) remaining

Telephone
==~ +1201-555-0123

Select2

| % Parent | |  Child | | x Friend |
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Select an element

Rating Add element
Search |/ Add element

PREVIEW ALL
AUAILABLE
ELEMENTS i

Terms of service “I 1 agree to the terms of service. Add element
Text format Text format Add element

B I | = s = 99 [d | Format

[@ Source
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HOW 10 USE

WEBFORM TEMPLATES?




TEMPLATES ARE FORMS
THAT CAN BE

COPIED TO
CREATE NEW FORMS




WEBFORM TEMPIATES

Templates are reusable forms

A form created from a template is a copy
(a.k.a duplicate)

Changing or deleting a template does not
change any existing forms




WEBFam 0 Back to site E Manage Wy Shortcuts Q Search L webmaster L} Devel

..’ B Content  gh Structure  4X Appearance  Pe Extend R Configuration "1 pPeople 4§ Reports @ Help

empaTes IS

‘ Forms Templates Submissions Options Configuration Access Add-ons

Home » Administration » Structure

Webform module's Open Collective.

e If you enjoy and value Drupal and the Webform module, get involved, consider joining the Drupal Association, and backing the X

The Forms m ment page lists all available webforms, which can be filtered by the following: title, description, elements, category and status.

‘ » Watch video
+Add webform

v FILTER WEBFORMS

| Filter by title, description, elements, user naf)| | Filter by category v 7AII7[207] Vj

20 webforms

TITLE DESCRIPTION CATEGORY STATUS AUTHOR RESULTS OPERATIONS

- Racic.amaj| contact webform. Open ( Build i
bcalhost/wffadmin/structure/webform A
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WHAT IS THE ANATOMY
OF A FORM &
ITS ELEMENTS?




THE ANATOMY OF Al FORM

x Elements
Anything that is displayed on a form
x Inputs

An element that collects a value

x Composites

A collection of inputs used to collect a group of values

x Containers

An element that holds sub-elements

x Pages/Cards

A container that is displayed as a page within a multi-step wizard/cards




THE ANATOMY OF A FORM ELEMENT

Definition Name, cardinality, and default value

Labels Title, description, “help” text & more

Display

Prefix, suffix, size, input masks, etc.

Validation Required, unique, pattern, etc.

Conditions Hide, show, required, and disabled

Access Roles, user or permission

Advanced Custom attributes and settings
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THE LOOK-N~FEEL OF A
WEBFORM?




CUSTOM CLASSES, s IVIES, & ATTRIBUTES

x Classes
Apply reusable theme specific design

Style

Tweak layout and look-n-feel

Attributes

Advanced attributes and tracking codes




Q@ Backtosite = Manage Yy Shortcuts ( Search § webmaster L} Devel

Edit Your Name element

Contact 7v
-] ¥ WRAPPER ATTRIBUTES
Build
T Wrapper CSS classes
Elements Source

c‘HSSES' Home » Administration » Structure » Webforms Wrapper CSS style (

The Elements page allows users to add, update,
Wrapper custom attributes (YAML)

duplicitginq 7dele7t7e elements and wizard pages.
Sm[s ( » Watch video ) a
(] +add page )

[ +Add layout | Show row weights v ELEMENT ATTRIBUTES

SATIRIBUTES [ B e

% Your Name [ Edit "‘

“  Your Email Edit | ~) Element CSS style
Subject ([ Edit Element custom attributes (YAML)
1

Message Edit [




CUSTOM €SS & JAUASCRIPT

Site builders and front end developers can inject
custom CSS & JavaScript to tweak a webform's
look-n-feel and client-side behaviors.

x Tweaks font types and sizes

x Adjusts margins, padding, and layout

x Client-side validation and/or hide/show logic




0 Back to site E Manage Y Shortcuts Q Search 1 webmaster £} Devel

.0’ & Content ‘-h Structure q Appearance ﬁo Extend ‘\ Configuration J"_ People .|| Reports Q Help

CUSTOM =

View Test Results Build Settings ‘ References Export Devel

“s & General Form Submissions Confirmation Emails / Handlers CSS/JS Access

Home » Administration » Structure » Webforms

IAMSCRIPT The CSS/JS settings page allows site builders to auacIl custom CSS and JavaScript to a webform. | V:Walch video

(2] e below CSS JavasScript will be loaded on all pages t references and loads this webfor

CUSTOM Css

1 .form-item {border: lpx solid #333; padding: 20px}

CUSTOM JAVASCRIPT
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HOW DO LIMIT ACCESS

TOA WEBFORM?




X

LEVELS OF ACCESS CONTROLS

Permissions
Access to all webforms, submissions, and advanced editing

Form access controls
Access to a specific webform

Element access controls
Access to a specific webform element

Webform access module
Access to a webform nodes




WEBFORM
PERMISSIONS

D Back tosite == Manage y Shortcuts (Q Search § webmaster L} Devel

I8 Content h Structure  €X Appearance  Po Extend ¥ Configuration ~ fg People I Reports @ Help

ANONYMOUS  AUTHENTICATED
PERMISSION USER USER ADMINISTRATOR

Webform

Access any webform configuration

Warning: GIVI to trusted roles only; this permission has security implications. Note:
A webform's configuration includes all settings and handlers which can contain
sensitive information. Allows users and applications to access any webform's
configuration.

Access own webform configuration

Warning: Give to trusted roles only; this permission has security implications. Note:
A webform's configuration includes all settings and handlers which can contain
sensitive information. Allows users and applications to access a webform's
configuration created by the user.

Access the webform overview page
Get an overview of all webforms.

Access the webform user submission page
Allows a user to view their submissions via 'Submissions' tab on their profile page.

Administer webform element access
Restrict webform element access to certain roles and users.




N o W W W W P P P v v v v v P P S P S S P @ P @ P @ @ @ @ @ .9 ¢V .9 PV @ . F @ V@ vV FF F ¥V FF FF F ¥V ¥V VvV ¥ W

X 0. 0. 00 0000000000000 OO OOOOOOOOOO 0000000000606 0606060060060 6 06 0 0 0 (

.0’.‘0'0.0.0.0.0.0...0.0.0.0.0.0.0.o.o.o‘o.o .o .o .o .o .o .o .0.0.0.0.0.0.0.0.0.o.o.o.o.o.o.o. N B N DN :
.......

0.0 0000 0000000000000 OO OO OO OO OO OO O OO0 OO 0000 0000 0 0606 0 0 0 0 0 0 0 0 o o o o + + -

90000000000 0000000 0000 0000000000000 000000000060 0600600000 06 06 6 o o o s o+ + - P
9 0 00 0000000000000 OO O OO OO0 OO 00 00 © 0 00 0 0 060 00 06 0 0 06 0 06 06 0 0 o o s o + + -

‘0.“.. 0 0 0 0. 0.0 000 0000000000000 000000 0000600600000 0 0 6 0 6 s o o s + P
) 0 0 0 0 00 e etet ettt Lt L

#’
L]
L]
L]
[ ]
°
[ ]
.
.
.
.
°
.
.
.
.
s

505

) W\

ooooo

) 0.0 O _|

) OO

P99 999999 9 9. .00
P99 9 99 9 9 9 9.0 0.0

ACCESS CONTROLS

Set access rules by role, user, and/or permission
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FORM &
SUBMISSION
LEVEL ACCESS

CONTROLS

°
Qs to site E Manage * Shortcuts Q Search l webmaster -Q- Devel

(." & Content ‘-h Structure Q Appearance ﬁo Extend * Configuration J.l People .|| Reports 9 Help

Contact 77

Results Build Settings References Export Devel

General Form Submissions Confirmation Emails / Handlers CSS /JS Access

Home » Administration » Structure » Webforms

The Access settings s an administiator to determine who can administer a webform and/or create, update, delete and purge webform
submissions. | o

CREATE SUBMISSIONS
Roles

& Anonymous user

[ Authenticated user

Administrator

Users

Permissions




ELEMENT LEVEL
ACCESS
CONTROLS

D Backtosite == Manage y Shortcuts Q Search

.., B Content ¢k Structure  4X Appearance  Pge Extend

Contact v

View Test Resuits Build Settings

Elements Source

Home » Administration » Structure » Webforms

The Elements p;Ige allows users to add, update, duplicate and delete elements and wizard pages.

TITLE KEY

+ Add cardi

< Your Name

«  Your Email email
Subject subject
Message message

Submit button(s) actions

l webmaster

:+ Add Iayput

References

TYPE

Text field

Email

Text field

Textarea

Submit button(s)

-Q Devel

‘\ Configuration

"1 People .|| Reports

("» Watch video

Show row weights
REQUIRED  OPERATIONS
Edit

Edit
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WEBFORM?
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Webforms v

Forms Templates Submissions Options Configurati Access

Home » Administration » Structure

If you enjoy and value Drupal and the Webform module, get involved, consider joining the Drupal Association, and backing the X
Webform module's Open Collective.

s jement page lists all available webforms, which can be filtered by the following: title, description, elements, category and status.
" » Watch video |

+ Add webform

v FILTER WEBFORMS
| Filter by title, description, elements, user n [

19 webforms

TITLE 4 DESCRIPTION CATEGORY  STATUS AUTHOR  RESULTS OPERATIONS

Contact Basic email contact webform. Open j.‘ 73;" d
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HOW TO SECURE
WEBFORM
SUBMISSIONS?




SECURING SUBMISSION DATA

Webform Encrypt module
Provides the ability to encrypt fields/components.
https://www.drupal.org/project/webform_encrypt

Disable the saving results
Completely prevents submission data from reaching the database.

Submissions must be sent via an email or processed using a
webform handler.



https://www.drupal.org/project/webform_encrypt

ENCRYPT
MODULE

Download & Extend

Drupal Core  Distributions = Modules Themes

Webform Encrypt

AUl Version control  View history  Automated testing

By th_tushar on 16 May 2011, updated 8 June 2017

This module creates the ability to encrypt
fields/components from the Webform module. Each
Webform component can be marked as "Encrypted"” and
every time a user submits the webform, the encrypted value
for that component will be saved instead of the original
value. - Validation

Encryption

O Encrypt this field's value
Click here to edit encryption sattings.

Encryption is provided by the Encrypt module.

The 7.x branch of this module requires Webform 4.x and Encrypt 2.x. It will not work with older
versions of Webform

Project information

Module categories: Security

Add Issues for Webform Encrypt to dashboard
T

¥ Star 14 [ No mail

Maintainers for Webform
Encrypt

vijaycs85 - 5 commits
last: 1 week ago, first: 1 year ago

Manuel Carcia - 11 commits
last: 4 months ago, first: 1 year ago

tushar - 5 commits
last: 11 months ago, first: 2 years ago

Rob Holmes - 1 commit
last: 1 year ago, first: 1 year ago

View all committers
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Contact

SAUING OF

Format - B I x x

SUBMISSIONS e 2

Basic email contact webform.

Category Disable saving of submissions

If saving of submissions is disabled, submission settings,
submission limits, purging and the saving of drafts will be
() Allow this webform to be used djsabled. Submissions must be sent via an email or

@ Archive this webform processed using a custom webform handler.

() Disable saving of submissions @
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B Back to site E Manage Yy Shortcuts Q search J_ webmaster L} Devel

.., B content h Structure  4X Appearance P Extend A Configuration g People  lj Reports @ Help

Contact v

View Test ‘ Results Build Settings References Export

SUBMISSIONS IR

Home » Administration » Structure » Webforms

The Submissions page displays a customizable overvilw of a webform's submissions. Submissions can be reviewed, updated, flagged and/or
annotated.

FILTER SUBMISSIONS

Filter by submitted data and/or notes All [50] v

\ ustomize |
50 submissions

# Y@k CREATED v  SUBMITTED TO  USER IP ADDRESS YOUR NAME  YOUR EMAIL

39 ¢ Sun, 03/28/2021 - 22:23 webmaster 94.175.82.100 Dixisset random@random.com




VIEWING & MANAGING SUBMISSIONS

Global submissions

Webform results
Webform node results
Webform user submissions

User submissions




c”sraMlmBlE @ Back to site E Manage r Shortcuts Q search 1 webmaster L} Devel
(.', H Content ‘-h Structure C\ Appearance ﬁo Extend ‘\ Configuration :1 People .|| Reports e Help

View Test ‘ Results Build Settings References Devel

'”BlE Submissions Download Upload Clear

Home » Administration » Structure » Webforms

The Submissions page lays a customizable overview of a webform's submissions. Submissions can be reviewed, updated, flagged and/or

annotated. ( » Watch video )

v FILTER SUBMISSIONS
Filter by submitted data and/or notes \Aj [59] v

|_Z= Customize
50 submissions

# Y@k CREATED v  SUBMITTED TO  USER IP ADDRESS YOUR NAME  YOUR EMAIL SUBJEC

Wed, 01/08/2020 - 22:44 Anonymous  16.117.121.244 Dixisset test@test.com Testinc
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Skip to main content

Webforms: Submissions configuration v
Forms Templates Submissions Options Configuration Access Add-ons Help
Forms Ele Submissions Handlers Variants Exporters Libraries Advanced

Home » Administration » Structure » Webforms » Configuration

The Submissions configuration page a%ows administrators to manage submissions settings, behaviors and messages. | » Watch video

Collapse all

SUBMISSION GENERAL SETTINGS

CHSTOM Default access denied message *
B I x E QO

Format - x*
WEBF 0 m ”l Ew s Please login to access this submission.
Default exception message *

Format - B I x, x E Q [@ source
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HOW DO YOU
DISTRIBUTE A WEBFORM
SUBMISSION?




WEBFORM HANDLER USE CASES

Email notification and confirmation

Push data to CRM

Subscribe to mailing lists

x  Flag a submission based on submitted values

Conditionally change confirmation message



WEBFORM HANDLERS

Email Remote Post

Sends a webform submission Posts webform submissions to
via an email a URL

Action & Settings Debug

Trigger a conditional action or Debug webform submission
setting on a submission
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Unmasquerade My account

P Drupal 8: Webform Demo Site

— A form builder and submission manager for Drupal 8/9.

Demo: Events

WA’I H”Np lER Feedback r

View Test Results Build Settings References Export

Type of Feedback *
O Comments O ReportaBug O Questions O Other...

Your Feedback *
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Webform Demo Site

A form builder and submission manager for Drupal 8.
Demo: Events

Home » Administration » Structure » Webforms

Contact

View = Test Results Build Settings References

REMOTE POST  gE==

webmaster

Your Email *
HHNDIER jrockowitz@users.noreply.github.com
Subject *

Message *
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HOW TO EXTEND THE

WEBFORM MODUIE?




ADD-ONS ARE
DRUPAL MODULES
& PROJECTS THAT
EXTEND & PROVIDE
ADDITIONAL FUNCTIONALITY
10 THE WEBFORM MODULE &
DRUPAL'S FORM AP




Q) Backtosite = Manage Yy Shortcuts ( Search 1 webmaster {} Devel

Webforms: Add-ons 77

WEBFOM Forms Templates Submissions Configuration Access Add-ons Help

Home » Administration » Structure » Webforms

The Add-ons page lists Drupal modules and projects that extend and provide additional functionality to the Webform module and Drupal's Form
L/ API. If you would like a module or project to be included in the below list, please submit a request to the Webform module's issue queue.
[ » watch video ) 1Y

Filter by keyword
115 add-ons Collapse all

¥ ELEMENTS

Address

Provides functionality for storing, validating and displaying international postal addresses.
https:/ /www.drupal.org/project/address

*Recommended

Logate
Provides the webform element called Address Logate which integration with Logate (previously PCA/Addressy) address lookup. Sloqag_eo

https:/ /www.drupal.org/project/logate

¢ Range Slider
Integration with http://rangeslider.js.org.
https:/ /github.com/baikho/RangeSlider




TYPES OF WEBFORM ADD-ONS

SPAM Protection
Validation
Elements

Intfegration
Submissions
Mail

REST
Configuration
Migrate
Multilingual
Workflow
Development
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HOW DO 10 STOP

SPAM?




SPAM PROTECTION: ADD-ONS
Honeypot

Mitigates spam form submissions using the honeypot method.
https://www.drupal.org/project/honeypot

Antibot

Prevent forms from being submitted without JavaScript enabled.
https://www.drupal.org/project/antibot

CAPTCHA
Provides CAPTCHA for adding challenges to arbitrary forms.
https://www.drupal.org/project/captcha



https://www.drupal.org/project/honeypot
https://www.drupal.org/project/antibot
https://www.drupal.org/project/captcha

SPAM PROTECTION: TIPS & TRICKS

x CAPTCHA works the best but it is the
most annoying

x Honeypot can be good enough
without annoying users

x  SPAM protection modules may disable
page caching
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Drupal 8: Webform Demo Site

A form builder and submission manager for Drupal 8.

Home | Demo: Events

Home » Administration » Structure » Webforms

HONEYPOT conaet

Test Build Settings References Export

& ANTIBOT o

webmaster

Your Company *

Your Email *

jrockowitz@users.noreply.github.com

Subject *
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HOW 10 TEST

WEBFORMS?




TESTS CONFIRM

EXPECTATIONS




WEBFORM TESTS CONFIRM

Rendering: Check an element's markup

x Processing: Check an input's default value

x Validation: Check required error messages

x Settings: Check labels and layout

Check user access controls

Access:




= H S Add Configuration... 8] Git: ¥
d8_webform web modules sandbox webform tests

Project v

webform

MODULEHAS A S

drush
html

icons
images Search Everywhere Double
includes

js Go to File {+30

modules
reports Recent Files $E

src
templates Navigation Bar 1

files

Drop files here to open

modules
src
themes
third_party_settings
Q .eslintrc.json 5/4/20, 4:12 PM
» -gitignore 9/9/7 € .
174151-14_0.patch 3/2/2
3124155-15.patch
3194569-2.patch 3/12/2

Z: Structure

¥ 2: Favorites

i= 6: TODO |+ 9: Version Control BN Terminal Q) Event Log
Git: 8.x-5.x @5 181 0f 198]




TESTING BEST PRACTICES

Create a test module with exported webforms
x Write tests for every element and setting
x Establish repeatable testing patterns
Organize tests into groups/subdirectories

Having easy-to-repeat manual tests is okay
Some tests are better than no tests
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HOW TO GET HELP WITH

THE WEBFORM MODULE?




GETTING HELP

Documentation, Cookbook, & Screencasts
https://www.drupal.org/docs/8/modules/webform

Drupal Answers
http://drupal.stackexchange.com

Webform Issue Queve
https://www.drupal.org/project/issues/webform?version=8.x



https://www.drupal.org/docs/8/modules/webform
http://drupal.stackexchange.com
https://www.drupal.org/project/issues/webform?version=8.x
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INVOLUED,
Drupal Core  Distributions =~ Modules Themes  General projects
F ”Np Webform

A" Version control  Automated testing

DE”E[OPMEN ' By jrockowitz on 26 April 2004, updated 7 April 2021 * 310
' The Webform module allows you to build any type of form

to collect any type of data, which can be submitted to any

application or system. Every single behavior and aspect of & %
your forms and their inputs are customizable. Whether you Maintainers for Webform

need a n?ulti—pag.g form cqntaining a multi-column input jrockowitz - 3075 commits
layout with conditional logic or a simple contact form that last: 17 hours ago, first: 4 years ago
pushes data to a SalesForce/CRM, it is all possible using the U Morland - 162 £
Webform module for Drupal 8/9. iam Morland - $omm|ts
last: 3 weeks ago, first: 6 years ago

DanChadwick - 575 commits

» Watch an introduction to Webform last: 7 months ago, first: 7 years ago
torotil = 15 commits
last: 11 months ago, first: 6 years ago
quicksketch - 2237 commits
last: 6 years ago, first: 15 years ago
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